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PROBLEM TO BE SOLVED: To provide a computer system in which 
security can be improved without forcing the load of attention to a user. 
SOLUTION: An encipherment algorithm is decided for each operator, and 
a file for storing a file to which access is permitted to each operator is 
enciphered and stored in an outside storage device 4. At the time of 
activation, the picture of the fingerprint of the operator is read by a 
fingerprint reading device 1. A control part 6 specifies the operator from 
the picture of the fingerprint of the user, and allows corresponding 
encipherment and decipherment programs to be resident in a main 
memory. Afterwards, it is possible to perform access to the file which 
can be deciphered by the resident decipherment program. The files of 
others are enciphered by different encipherment algorithms so that 
access can be inhibited. 



A 




http://www19.ipdl.inpit.go.jp/PA1/result/detail/main/wAAAUBaOkADA410207777P1.htm 



2008/01/31 



(i9)a*a#w/f (jp) (12) ^ ^ 1^ ^ (A) inmwmm'j:^mm^ 

#11^10-207777 

(43) <i>m B ¥^10^^ (1998) 8 H 7 B 



(51) Intel." &ffimn 

G 0 6 F 12/14 3 2 0 

12/00 5 3 7 
H 0 4 L 9/32 



F I 

G0 6F 12/14 3 2 OB 

12/00 5 3 7 H 

H 0 4 L 9/00 6 7 3 D 



«sis* ^mist m^m<DSis ol (^ 9 h) 



(2i)ms#^ 


1*HSF9-8065 


(TDWSA 


594057314 












5pric9^(1997) lfl20B 




St^lKn^K^ 2 Ta25Sl4^ 






(72)«9g# 





























(54) 3>t;a.— 



(57) imm 




1 

^ Wh^* 7 r ^ 7 ^ -tr X pf fil i: L fc c i: 

i:-r-5 3 > tf a -^f i/X-r A„ 
[ii«S2] ^l|j((DBg^il:7;l/d'U XA^ffli/^TSg^ik 
^ nfcffii(co 7 r ;b^f 21t-r § 7 7 ;HB1i¥S i: , 
HiilB7 r i';H21i.^glcfe«$ nfc 7 r -T;!/ IS7 r 
;l/®7^'-tX;!)W?)nTi/^^^f^#<D#{*1S^i:^J^ 

m^frmmt ^r^-t xm^mmm^m t . 20 
muy7-( mmm&^mmz ntcyr^ 7^^ 

g t teit ^ nfc 7 T 7 ^ -t X 6 n 

T WgiJ-r 5 7 ^ -t Xifplf ij^ij^ ©i: , 

Huf e7 ^ -t xif ijsi]#©*^7 -t x*<ff ni $ nr V ^ § 

tWBiJbfc^tc. iS7rY;b^tS^-r§7;baUXA^ 30 
Mnt^ctlcj:iOmtS.y7^)l^7^'tXo]mtt^ 

7^-t7.^mt. 

^Hx. § c: i: t f § :3 > a - ^ s^x f A„ 
fk-r§ i:«ti:EiliT;57;l/rf 'J XAT-S 0 . fjfE'fi^fb 

i/XrAo 40 

-^iyXrAo 



<^F»a¥ 10-207777 
2 

[000 1] 

CO 0 0 2] 

^RaV^X7-K*3yfcfa-^lCi^i6gaJ 
CO 0 0 3] 

*^i/^J;3fc/^X7-F^iS^Lfc'3. /^7>7-F^^ 
S^e^tc^M-r^H. ^-+i^'tcAfiA^*^;()^§o f fc. ^>X 

rL-+f I D^IBIS. ^^-rsHOftfiAW^^ofco 
tc, nyea-^^i/XxAA^egjR/b^'feSSlc, 
-Fl|*>e.n.-+P'^. /^X7-H\ a— *f I m^Xti 

CO 0 0 4] t/c. -fe-y v-ayifico^fiif-e, ^ff^Wnl 

ti, 4;^e)nfcn.— (f- 1 D-^>'^X7-K^;<tLfcf). 

[0 0 0 5] c©f|B^a±tEllt»ctc^?iiT*$nfct>(D 

X\ a—^f■^c1it;{*ii^Dft^i^*Ht:Q:^^n y If a - ^ i/ 
XT A^jf^^ 5 c i: ^ @ 6<j 1- §o 
[0 0 0 6] 

^%m\:7)id^) Xh^m^^x\!'^mt-^nmm<D-7 7 ^ 
;i/*fsii-r ^77 ^Mmm^ t . mi'^mmwim t 
mmt7ji d V xh^iciis.mfxmmt § wmimm^ 

t^mmt7!ido xmi^^^kt. mmmt7)i:n 
u XAff^Mc i Df#^^nfcia#{k7;i/a'j XAtc 

J: 0 BulB7 7 ^;Heii^S^cfei*$n^c7 7^;l/;&«# 

LT7^-tx-r§iaa¥isi:. Mwmmic^^) 
^^^tirdmit7jid<) X A ic J: «^ pjtg^ 7 7 

[0 0 0 7] ±f2gw^iiS-ri./-c46> m2(Dnmicm 



(3) 

3 

</>Tsfil27 7'i';Heii^Kli:IB1*$n/c7 7i';L"\(r)7 10 

tnmLtcmc. my7^Jl^m^t^7}Udv xa^ 

«f-r?)/c4607'P^7A;&D-FL. mfu^^L.:^ 

Wilt ^ C tK X '0 mliy 7^)1-^7 ■^'tT.nm.tt^ 

[0 0 0 8] cne.o<«j3)ctCcfcrLa\ «it#^D#w*$8 

§77-l';L'CD*^7^'-tr7.-et. ffl©7 7-r;l/^7^-t 

*^A'!^77^;l/*7^'-tX-t:t§o Sfc. a— <fig,. 

[0 0 0 9] BufeB§^fb7;l/rfUXAt±, x-^^&Bg^ 

fb-r§ trttcEli-r§7;l/ri~U XAT$. MfBtl^fb 

tc#?S-r57;U3';XAA^P,^5. iliiA^Mf Li.\ c 
«D=!:^'S:|||j5)ci-rnti\ |5S?.nfc^«(D7ri';Heii¥ 30 

[0 0 10] BufB^ff«cO#«ct»l8%M*©§#l*1ffB 
[0 0 1 1] BulB#f*'IW»4. mr-^> Sm^^^f- 

[00 12] 40 

im 1 (Dmmcomm) 01-04 ^mMLx. c <Dmm 

[0 0 I 3] 0 Hc^-TJ^^tc. CCraytfa — ^i/X 

n ^ ^ lit ^ 5 / ^ X B 7b^ ?. «ij)c ? n r 1/ ^ ^ o 
[0 0 14] tgiisti^BjSH 1 {4> Am<Dm^<Dmm^m 50 



1#r»B¥ 10-207777 
4 

^^■oX. ^cDB^x-^^R S 2 3 2 C'l'y:Jf7x- 

[0 0 15] +-.t*-K2«. m^. ^^mcDr 
CRT. r^B^HXi'xyu-r'lljb^P.li^^n. +-#-K 

71^"^ -So 

[0 0 16] ngi?fBiisi4«. /A- Fx 7.^ sail 

A^?>l8^^n. fiiilW6A^S{ia-r^7 7'i';U (7°a^-^ 
A. 5:»7 7'<;i/. iiifi7 7-r;k ^^^ty) ^Bf^fk 

•r±9t<:. A(D7^'-trX-r^7 7'i';lvtiBg^{b7;bri"U 

XAHa-eBi^fb^n. B07^-b7.-r-S77'r;i/t4Bi 

^{k7;l/rr'JXAHbT'Bg^{t*n. CcD7^'-bX-r5 

77-Y;b(iBg^fl:7;b3UXAH cT-B^^fb^nri/^ 
So ^1-gI5tBt«gH4t4. %m^u^-^h \ \t^-^^ 
X^7 7^jV^niW.t^o =L— 7.^7 7 
A. B, C(Dmr"-^i:. Hg#ft:7°D>7"7APHa~ 
P H c i:. fM^fb7''a ^7 A P H a " ~ P H c 
JSfxfttTlBlt-rSo iiiir^7°D>^-7Al Hi. m^itRU 
a^itT'n^^-^AWffl-rSo SiJ®:^nif^Al Hi. 
OS U^]y-'r'<y'>'iyXr-h) cD^iltitl/^T^i] 

[ 0 0 1 7 ] ^ t ij 5 ti. RAM (Randam Access Memo 

ry) mxmfS.^n. mm^eo^y^^vmu—^j^v 

7mtl.xmmt^o $iJISIgP6t4. MPU (Micro Proc 
essing Unit) l|T:«$n. i;<t'J(c1g|fl^nfc:/ 
D^"5A^^ffL. ®$iM®«gK «^SB3. ^^15 

iBiiss4 t^^LT, ^n^nm^m^m. mim 
a> ^^ai5fBiisg4'\<D7-'-^to»t3i*if«ia*fT 

[0 0 18] i^tc, C(Dmm(DBm(D^y^s.-'^^y7. 

7-L(Dm\'^^m2<D7u-=^^-v^mjkLxwLmt 

5o cKDnytfa-^^S^T.-rAA^eifi^nSi:. ff, 
OS^Saidt (S 1 1) . ilt/^T. SiJfflT'Dy^Al 1 
^ISMt^ (S 1 2) o 

[0 0 19] i^tc. ftiW^n^f'^A 1 1 a. Jg*J%A:'3 

■r-^$gtr)^ -y•t-i/^a^^gB3^cg^■r§ (S 1 
3) o Ig-^iK^SBHcJglJcDM^^SfO^Jg^x 

(s 1 4) o m\'^^^tc(Dm.w>\c\tt-Dxm%mMm 
m\ii^^^w.^xiit^ (s 1 5) o mmwmx 

^7x-7.:&/rLTp<tU 5ttSlfl-r§o i|iJi)7°a ^'"^ 



(4) 

5 

-h'itu n- Kikigutf-'-^^i^-rs (S 1 6) o 

il^r-^f^He^L (S 1 7) . -mt%>i>m'^h^i)'^ 

fi'^mit^ (s 1 8) o 

[0 0 2 0] -i!cr5t<DA^fe-S^^fC», ^<D^<¥# 

5) \cmn-fu^=^L, \ 1 i;^^fS-rsHg^{t • '^^{bT' 

p^'^A^^s^Hi-?) (s 1 9) o mui. T-'^m^ 

CO 0 2 1 ] mmmmmm i *^e.»t^^«jofcmis: 

©liftx- ^ A'ia— If V 7. ^ 7 T -r yl/tcSiS ? nr 1/ ^ -5 

mx- ^'(Di.^tnti.-^Lrsi.^t mm l fcti^ ( s 

18). urn-fa ^'yL I 1 (i. •?-0#{1:#7!)'iC(D3y 
e a - v'Xx A«rMffl-r § C i: *"!sg«6 6 nr 1/ ^ i: 
WWL-, 'J^cOf|i|®:/a^~^A 1 icD^gi^grtfi 20 

1-^ (s 2 0) o t^m. a^ciftfttc^tT-rsc 

[0 0 2 2] ccDiiormmcji^nii. ziy\£:x-'^(0 

igitss 4 t*sifl?nTt>5^@T'-^^«^{b7'p^ 
x-^*, $ir^yp^7Ai i(7)SiJ®TtcBg^fb:/p^'' 

[0 0 2 3] LTb^fe. 

^tmtr ;!/ ri~ U X A THg^fb $ n/c 7 7 7 -b X 

m'^^mmm^ffym-^ic^i.^ ftwypy^A i i7b^± 
^^utc^aL^i.\ m-ox. ^^g[5ffiitaH4tci§^$ 

nTI.^§7'pyvAStf^ffl7--i5r^a^-r5i: i:;t)^T' 40 

[0 0 2 4] 0IJx.{f, ^ft#AA^CC03ytfi-^f'>X 

TMmt^m^\t\t. A«Xr-y/S 1 ST-m^ 
A:*!!^. 7.7-"J-fS\ QXC<DMmm{W.'f-'^t)^^- 
Kib^n. Xr-y 7'S 1 SXk(Dmt<Dm{^'f-'^iy^h 
4fi)c t n/c 3 - Kftmx- ^ i: a-Hfv X ^ 7 r -1' 

©rwyp^^'-^A 1 1 i:±tlc:Afflosi^{b7°p^7A 
PHat^©m^fb:/pyvAPHa " *^mfi-r§ (S 50 



iffPfW 10-207777 
6 

1 9) o 

[0 0 2 5] '^^X. }Sft#Aa. SimtftHfyL.? 
H a^fflt/^TBg^ffc^nTI/^.g.ypy^A U 2.3S:» 

7r-r;n~3, mmyr-^jim^mmffa^'yhP 

Ha " T«fkb**<e>7^-tXU <MS.l>* 

fiax Lrc^m^mm^a§mtLx9^mimmm 4 \cmi 

t^Cttt^Xt^o 

[0 0 2 6] <1CX\ AtiK B*^7^-bXlt* 

*-rS7 7"i';b^7^-tXLi;9i:LTfe. B<D77t' 
;Wi:Bg^fb:/p^'^AP H btcj; fpBg^fbSnTl^^cD 
T\ ±^t'JtC^Strt/^^M^ibyP^"7APHa"' 
T'«. cn^m^fbT't^l/^ StoT. Ati. B(D77' 

ffl boot. im^cmm^mxyT-fji^mxt^o 
[0 0 2 7] 2 (Dmm(OBm) ^ 1 (0Mm<Dmmic 

fcTb^. f?ijxa\ 7r^;b®7^-bX7f3'!SjR$ni.)Stcji 

i'p^^mtit^cti.^mx&^o c(o^orj:mm^n 

[0 0 2 8] c:(D||Sg©fl5il(Dn>t:°3.-^>'Xf-A© 

mmmmm^mcmuc^Mf&tm-x^^o - 
ci(Dii)!is©mi®:3>'i^a-^fi/XTA«, mm^ 

ictt. E15tc^-rct'5ti:. OS (>i-'^U-X'ry^"v'X 
tA) 2 1 i:, 7r-r;l/Sir^^p^'7A3 i tt-^mi^ 

[0 0 2 9] OS (:t^L/— r-f >yi^XrA) 2 1 

tt. +-4<-K2tOA;':i*fl5%1^tB-r^A;'ig|5 2 2 i:. 
A;^ig|5 2 2 d; I? I^tfi $ n/cA;^ill^Uc tjte fc®a;&^ 

/ci607r'r;b5Qiia5 2 5:§:-&tS'<, 

[0 0 3 0] -15. yy^mx^-fu^'yuz wt. 

[0 0 3 1 ] lasti. 0 S 2 1 A\ DOS (xVX^:t 

t)> 7r-rMiiJ1»yp^'"7A3 Hi. A;':)7-y^'g|5 3 2 
iL. K^f /^gPS 3i:. :i— tfVX^77'f;l/3 9il*^ 

[0 0 3 2] A;':7-y^g|5 3 fflOii^S^WfT 

7°D^'"^A3 1 A't^ffiL^&i/^ir^tcfTi^nii-^tsaa^ 
fft>-ti-f\ HiMatc^tit-fe F^-</'^a5 3 3(c5aa*?ft3 
(7-yi'-ri.) o 

[0 0 3 3] a— <fvx^7 7-i';l/3 9iis iietc^f 
j;9(c. a—tfw. iP^. mt'f-^%\z.m'^x^-^y 

r-r;l'(DiJX F*^5>*^o ^*5. i:0a-ifvx^7r 
-t';l'3 9ii*«. C(D3>'ea-^'>'XxACDWa#(D 



7 

3 3{i. iaartsiwiaBs 4t. -vt-i/'a^sgps 5 

ii. n-F(tgP3 6<5;. |ijm3 7i:. 3M{ia53 8 i:*^ 

[0034] mmp^^m\^ 3 4 a:'37 -y ^a? 3 2 

n-Ffl:gl53 6Jcm(Dl^*'5?»)*}i?x-r 

^^nrcXfimm^yr-fjKDmi'p^m^^Lxt^^rji^^^m 10 

[0 0 3 5] >*«^g|5 3 5«. SaSrtgWB'Ja? 

3 4;b^ rA:^3;^^7T'f';b(0jiff^^g^LTl/^5j tmm 
Lfc^^tc. t§M»^cDA;^i*{S-riiiffi^O s 2 i 
3^Si)S|gP2 3?:/^LTg^SS3^^:g^•r5o Sfc. 

i6p)nTt.^:&i.^j tmrnLtcmiic. r-^-tT.tim'stn 
fcct ^^stmm^^mmm'Sf' 2 3 ^fcLxm^^mm 3 

[00 3 6] 3- FibSR 3 6 mmm^m^ 3 4 20 

So 

[00 3 7] mija^ 3 7 (i. 3- F{bg|5 3 6 l?^fi)c$n 
fc^-Ffbrnx-^'tcS-r^^^T. a-+fv7.^f77'r 
71/3 9«#B25L. ^©n-F{l:fllix-^^W-r§#A^ 

iss 7 T 7 ^ -t x-r w-r ^ 

gl33 8lC7^-tX^|foI-r^{i^^J^fg-r5o Sfc. It 30 
[0 0 3 8] lg2(D^ffl5COJf^Si(D=iytra-^i/7,rA 

(omi'^^m 7 8 CD 7 p + - h ^^mLxmrn 
t^o tt. =iy\i^-'$i(onmti^nxtn^t. os 
2 1 A^eift-rs (s 3 1 ) c i^tc. 7r-i'MW7"'p^" 

^A3 1 A^eil-r^ (S 3 2) o 7 7^;bSW7°D^~5 
A3 1 ©A;'37-y^'g|5 3 2t±, mWlt^t. 0 S 2 \ (D 

x.ti^2 2tim^ir?>m*)':h^mmcni^s-r:i,mm<D7 40 

FbX%. mm§^2 4;6^5>F-7Y/^gi5 3 ScDTFUXt 

»tm^o ^w-r^i:, }^ti^^2 2tim^t^^-m 

(S 3 3) 0 

[0 0 3 9] m^li. 0 S 2 1 A^v-f ^7 D y 7 htt*^?) 
T2 Ui:m-r'55aS07FUX^F^'l'/^a5 3 3CD7 



^mW- \ 0-2 07 m 
8 

[0 0 4 0] CCD4»cST\ +->tC-F2A^e.{5re.A^<OA 

OS 2 1 cDA::^)g|5 2 2ti, i:(DA::'ijSft* 

S{i5!lSa5 2 4 T'tf-5A^ 7 7'<7W#::''ay^A3 1 

(D&mmc Fv-l'/^gl5 3 3©7 Fb7>tc«t^^e>nT 

t/^-So tifoT, jasfiF^'f/'Jgps 3{c^tT$n. 7y 

^^ftlS (08, S 4 1 ) o 

[0 0 4 1 ] saart^*ijm3 4 ti. 0 S 2 1 tS^lbXt> 

^nrc^\^\m^hmL (s 4 2) . A:^)rt§7b^~7r^' 
m) ^mmLx\,^^i3-^m-^^mw\t^ (s 4 3) „ a:^ 

^ A<7 r -< ;&fi^ L T I ^ ?) tf-^fC . 3 - F 
{l:gi5 3 1 tClg^ii^M^^^O^m 

Tjkt^ (S 4 4) o ^ett, ^•yt-i^S^gP3 5l,cm 
|ji[CDAtl^ffi1-^-y-t-i>'©S^>*J§*1-§ (S4 
5 ) o ^ -v -b-i^'^^xgP 3 5 martSWgiJgP 3 4 O 
Ji^actjKl\ O S 2 1 CDS^{fii|iIgP2 3^/t-LTg^xS 
B3li:, l§^(DA;b*fiS-r>{-yt-i/'%«S^^-r5o 

[0 0 4 2] n-FftgPS 6ii, 1§I5»!5!SE 1 

mMi.(ommr''-'5'(Dxti&mL (s 4 6) . isiSx- 

^ *^ A^ ^ ti§ i: , c ©iiiftf-"- ^ * n - F^bMi x- 

^ic^^L. mm^37icm^.t^ (s 4 7) „ 

3 7{i. 3.-- tf'vx^7 7"i';l/3 9^#pab. 3-Ffl: 

SA^^iii8i|-r§ (s 4 8) „ 

[0 0 4 3] mm^3 7{i, 7^-tX7bWa6e>nTt.^-§) 
i:W»r-ri.i:, ±;<*Utc^cD7r'r;l/J&7^-trX-r5 

fci6^c^^;^s*Bi^^k7°p ^'^ a ^?I^fl:7°P ^"^ a^^- 

(S 4 9) o m^'X. ¥iJ^iJgP3 7ti. iM{lg|5 3 

8tc^ttifi^^t4i&^^o mins^3 8imm^o s 2 1 

(D5!iag|5 2 4 li:?|tjg-r (S 5 0) „ 

[0 0 4 4] j-m 5aa^2 4a, ffl^fb7°p^"7Atc 
x^m^-inrcy7^^\y^mmtLxm3j-tiiL. ipi- 

4^ Lfcr-^^Bt^{k7°D Ate J; 0 LTS 

tiity„ ■?-©7 7-r;bt07^'-fe7.A'55^7-r?)i:, 7r-r 
;l/ftimi7°P^^'-7A3 Hi. U±<DESI7'P^''7A 

Rmi^ib7°p^"^A%iiim-r§o 

[0 0 4 5] -7^, 48X\ 'mm3 7tC<fc 

^-y-tr-i>"^^g|5 3 5i±, 0 S 2 1 (DmfrMm^2 3^ 
/rLTS^Sfi3tC ^7^'•b7.;f)^fFpJ^tlTl/>^•^^J 
l|(07r^;l/^ift*lgSt-5;<'y-tr->^^a^s-rs (S 

5 1 ) o X-r<y7°S 4 3T\ Saiirt^W»ja5 3 4 

^^rtS;^^7r-r;^o^^t■^:-^i*l^^:W»rL/c^^^^^:{±, 
jMfga^S 8lc<i;'9 0S 2 I05aiig|5 2 4 tjniiA^^itig 

(S 5 2) o ffiilg|5 2 4i±. ilcO}i^lC?^jS-r§ 
[0 0 4 6] $/c, v';^7'A^>'-^-y h^'^;yri.|^t 



(6) 

9 

it. 0 s 2 1 <Dxt!^2 2i3^^^t^m*)i^3^mmcj^ 

[0 0 4 7] J-:(±ffii0^bfcJ;^tc. i:(r)m2 05lffi<^>fF^ 10 
[0 0 4 8] Sfc. 7 7'^';U$iJ®17°ay^A3 l^-Ty 

7. h-;u-r-sfctj-c-7 7'-r;u^ft^sijffli-r^c .hA^T 
[0 0 4 9] ^fe. i;i.±(Dmmm. mmmic7T-f?i 

[0 0 5 0] Bg^{b7;b3 u x"ARo-'^-n;&*ja-r§7' 
7''D^'^A«. fi^mfsntcr'-'^^m^itt^tmc so 

[00 51] 0 S 2 Hi. DO SlcPI^^n-f. l/^t>t* 
'^I'yF'^v'T.-fA, un i xm. Q:M(Di,<D^m 

[0 0 5 2] ^ij. JiiiiJi^ajSfii 

[0 0 5 3] J-;(±tD^SI©mi"ea. ffiAlf.tiE©fcA6 
tc. :3-F{b^§l3^x-^*ffifflL/c*^ mx-^t^a 
SStif£«-f-*^o <?'J^fi\ ^i^^i^Dil^if■'-^*7-'Jx 



10-207777 

10 

[0 0 5 4] vA±(Dmm(ommv(,t. mAmmcorcib 

T'fe •i>o 

[0 0 5 5] c:cr)f|B^cr)3yt:°a-^?{i. IJffl© 

%mmmm^mu Lrc::iy\i:i-^ ^z±.m(om\f^m'i 
x^, CD-ROM^i) 7b^e>iS:/p^^A^'i'>xh- 

[0 0 5 6] Sfc. =iyifa-^lcyp^-5i.^m*&1- 

^rcii><Dmwit. mmm# mmmm. mis^-yhy- 
mmi/xf- 1.(0 j^oi^c. -mma'Dikmmiiy''o^' 

-d^comTTsU (BBS) j£:iS7'pi'*7A*ffl^u 

7°Pi^~7A%|a«)L. OScOilfiliHTtC, imT^')^- 

i/3yya^''7Ktmmi'cmnir?>!itic^*). ±mco 

[0 0 5 7] 

[HffitDffi^^&UiB^] 

[0 1 ] ^mmw, 1 o^ffiwmiic .tsnye^-^ 

'yT^Thnwrnm^^^styu y^mx$>^o 
[0 2] 5i-a5fei«SB(D«fig^7K-r«:t;ia-e*5o 
[0 3] m\ mmmc^^^^xmn-&n^mmno:>um 

mM^^tyo-^^-hx$>^o 

[0 5] ^mm<Dm2<Dmm<Dmmitcj^^uyif:n.--si 
[0 6 ] a-if 7 7 }\^<Dm^^-Lfcmxh^o 

[0 7] ^2®|IS6cDJf^il(DPytri-^fv'X-fAcr)SB 
S)B$(DJ!ia;g:7K-r7P-f-A'- hT-S^o 

[0 8] mz<Dnmmm<D:2yy^3.--^iy7.Th(OK 
f]mfn<Dmm^-tyu~=j-\-Yxh^o 

1 tgliljt?xSg 

2 4^-4<-F 

3 ^^xSS 

5 'J 

6 fliJWgP 

1 1 um-fu^'yh 



(7) 



nmw- \ 0-20 7 m 



[01] 




OS 




[1217] 



[(212] 







am 




































A* 


















1 




1 m% 1 






MIft 1 
^r^/u 1 


i 


1 B« 1 


i 











L_. 



-11 



\ 



\ 













A 


PHa 


PHa"^ 




B 


PHb 


PHb^ 




C 


PHc 





.~-S31 



7 7-rii/$iJ«iray^A 



-^S32 



^S33 



(8) 



If BfW 10-2 0 7 7 



[113] 



[06] 



[ 



OSjgtt 



I 



11 



I > v-fe-i;*^ I-1-S13 







1 ««t(cisi;^^ois^ 



14 





z : ->X7^AM# 









7T-f Jt3 




7r-f* 




A 


0 


0 


X 




X 




B 


X 


0 


0 




X 






















Z 


0 


0 


0 




0 





[05] 



✓22 



21 OS 



I AJ^g I I fesnwg I 



24 



|7y-f/l/jag"51 



^38 



Z3— 



t — 



(9) #PffW 1 0-2 0 7 7 7 7 



[08] 



^52 




JP.10-207777.A [CLAIMS] 



1/1 ^—iy 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A file storage means which memorizes two or more files enciphered using two or more encryption 
algorithms. A characteristic storing means which matches and memorizes an operator's body information and a 
decryption algorithm, A decryption algorithm specifying means which searches said characteristic storing means 
and specifies a decryption algorithm based on an operator's body information inputted from the exterior, A 
processing means to decode a file memorized by said file storage means with a decryption algorithm specified by 
said decryption algorithm specifying means, and to access it, A computer system making accessible only a file 
which can be decoded with a decryption algorithm specified by a preparation and body information. 
[Claim 2]A computer system comprising: 

A file storage means which memorizes two or more files enciphered using two or more encryption algorithms. 

An access permit condition memory measure which matches and memorizes body information of an operator 

permitted access of a file memorized by said file storage means and this file. 

A detection means to detect a demand of access to a file memorized by said file storage means. 

A means to require an input of an operator s body Information when said detection means detects said demand. 

An access permit discriminating means which distinguishes whether access to a file memorized by said file 

storage means based on physical information inputted from the exterior is accepted with reference to said 

access permit condition memory measure, An accessing means which makes said file accessible by loading a 

program for performing an algorithm which decodes this file when access was permitted and said access permit 

discriminating means distinguishes, and executing this program. 

[Claim 3]The computer system according to claim 1 or 2 which said encryption algorithm is an algorithm which 
data is enciphered and is compressed, and is characterized by what is consisted of an algorithm which said 
decryption algorithm decrypts enciphered data, and is elongated. 

[Claim 4]The computer system according to claim 1, 2, or 3 characterized by what a means to display a message 
which stimulates an Input of body information by body information reading means which reads said operator s 
body Information, and said body information reading means Is Included for. 

[Claim 5]Said body information comprises fingerprint data, data of retina patterns, data of a voice pattern, or 
data of a face picture, and said body information reading means. The computer system according to claim 4 
characterized by what comprises face a fingerprint reader, a retina-patterns reader, a voice pattern reader, or 
an image reader. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]Especially this invention relates to the computer system which distinguishes whether it 
has the authority to perform each processing from body information, such as a fingerprint, about the security art 
of a computer. 
[0002] 

[Description of the Prior Art]A user (operator) name and a password are beforehand registered into a computer 
for the security of a computer. When the user name and password which made enter a user name and a 
password at the time of logon, etc., and were entered are not registered into a computer system, the method of 
not accepting logon is known. 
[0003] 

[Problem(s) to be Solved by the Invention]However, a burden is placed on a user in security with a user name, a 
password, etc., such as setting up a password so that others cannot presume easily, or changing a password 
periodically. When user ID etc. were set up by the system administrator, the burden of memorizing and making a 
note of user ID was placed. Whenever there was a demand from a computer system, a user name, a password, 
user ID, etc. had to be inputted from the keyboard etc., and operation was complicated. 

[0004]By the method of checking by user ID, whether execution is permitted by every place in a session, since 
there is the necessity for making a note of the user ID and the password which were given, or memorizing etc.. a 
user may do a leaving chair during a session and the others may take a seat, security takes all possible 
measures — having been hard . 

[0005]This invention was made in view of the above-mentioned actual condition, and an object of an invention is 

to provide the computer system which does not apply the burden of security to a user. 

[0006] 

[Means for Solving the Problem]In order to attain the above-mentioned purpose, a computer system concerning 
the 1st invention, A file storage means which memorizes two or more files enciphered using two or more 
encryption algorithms, A characteristic storing means which matches and memorizes an operator's body 
information and a decryption algorithm, A decryption algorithm specifying means which searches said 
characteristic storing means and specifies a decryption algorithm based on an operator s body information 
inputted from the exterior, A processing means to decode a file memorized by said file storage means with a 
decryption algorithm specified by said decryption algorithm specifying means, and to access it, Only a file which 
can be decoded with a decryption algorithm specified by a preparation and body information was made 
accessible. 

[0007]In order to attain the above-mentioned purpose, a computer system concerning the 2nd invention is 
provided with the following. 

A file storage means which memorizes two or more files enciphered using two or more encryption algorithms. 
An access permit condition memory measure which matches and memorizes body information of an operator 
permitted access of a file memorized by said file storage means and this file. 

A detection means to detect a demand of access to a file memorized by said file storage means, A means to 
require an input of an operator's body information when said detection means detects said demand. An access 
permit discriminating means which distinguishes whether access to a file memorized by said file storage means 
based on physical information inputted from the exterior is accepted with reference to said access permit 
condition memory measure. An accessing means which makes said file accessible by loading a program for 
performing an algorithm which decodes this file when access was permitted and said access permit 
discriminating means distinguishes, and executing this program. 
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[0008]According to these composition, a decryption algorithm is specified based on an operator's body 
information. Therefore, each operator can access only a file which can be decoded using this decryption 
algorithm, and cannot access other files. Therefore, only those who have just authority can access each file. It is 
not necessary to enter a user name, a password, etc. one by one, and operativity is also high. 
[0009]Said encryption algorithm is an algorithm which data is enciphered and is compressed, and, as for said 
decryption algorithm, what is consisted of an algorithm which enciphered data is decrypted and is elongated is 
desirable. If it has such composition, a file storage means of limited capacity can be used effectively. 
[001 0]A means to display a message which stimulates an input of body information by body information reading 
means which reads said operator's body information, and said body information reading means may be formed. 
[001 1]Said body information consists of fingerprint data, data of retina patterns, data of a voice pattern, data of 
a face picture, etc. In this case, said body information reading means comprises a fingerprint reader, a retina- 
patterns reader, a voice pattern reader, a face image reader, etc. 
[0012] 

[Embodiment of the Invention] Hereafter, this embodiment of the invention is described with reference to 
drawings. 

(A 1st embodiment) With reference to drawing 1 - drawin g 4, the computer system concerning a 1st embodiment 
of this invention is explained. 

[0013]As shown in drawin g 1. this computer system comprises the bus B which connects these with the 
fingerprint reader 1 . the keyboard 2. the display 3. the external storage 4. the memory 5, and the control section 
6. 

[0014]The fingerprint reader 1 reads the picture of human being s fingerprint, and supplies the image data to the 
computer body 1 via an RS232C interface etc. 

[001 5]The keyboard 2 is an input device for inputting the data of a character, a sign, a number, etc. The display 

3 comprises CRT, a liquid crystal display, etc., and displays the message to the data inputted from the keyboard 
2, and an operator, etc. 

[0016]The external storage 4 comprises a hard disk drive etc.. and where the file (a program, a document file, a 
graphics file, etc. are included) which the control section 6 processes is enciphered, it is memorized. For 
example, in using this computer system by three persons, A, B, and C. As shown in drawin g 2, the file which A 
accesses is enciphered by the encryption algorithm Ha, the file which B accesses is enciphered by encryption 
algorithm Hb, and the file which C accesses is enciphered by the encryption algorithm He. The external storage 

4 memorizes the control program 1 1 and a user master file. A user master file matches and memorizes the 
fingerprint data of A. B, and C. enciphered program PHa-PHc, and decoded program PHa~^ - PHc"^ The control 
program 1 1 controls encryption and a decoded program. The control program 1 1 is set up start following starting 
of OS (operating system). 

[0017]The memory 5 comprises RAM (Randam Access Memory) etc., and functions as main memory, a work 
area. etc. of the control section 6. The control section 6 comprises MPU (Micro Processing Unit) etc., executes 
the program stored in main memory, and directs writing or reading of fingerprint reading, image display, and data 
to the fingerprint reader 1, the display 3, and the external storage 4, respectively. Processing of the image data 
of a fingerprint in which the control section 6 was read by the fingerprint reader 1 , Processings, such as 
processing of Hitoshi Monju's data inputted from the keyboard 2. processing of the picture data displayed on the 
display 3, reading processing of the data from the external storage 4, and writing of the data to the external 
storage 4, are performed. 

[0018]Next, operation of the computer system of this embodiment is explained with reference to the flow chart 
of drawing 3. If this computer system is started, first, OS will be started (S1 1). then the control program 1 1 will 
be started (SI 2). 

[001 9]Next, the control program 1 1 displays the message of a purport which should input a fingerprint on the 
display 3 (SI 3). Reading of a fingerprint is directed to the fingerprint reader 1 (SI 4), An operator inputs a 
fingerprint from the fingerprint reader 1 according to this display (SI 5). The fingerprint reader 1 stores the read 
image data (image data of a fingerprint) in the memory 5 via an interface. The control program 1 1 codes the 
image data of the fingerprint stored in the memory 5, and generates coding fingerprint data (SI 6). Next, coding 
fingerprint data and the fingerprint data of a user master file are compared (SI 7), and it is distinguished whether 
there is any match (SI 8). 

[0020]When there is a match, it judges that it is accepted that that operator uses this computer system, and as 
shown in drawin g 4, the control program 11. and the encryption and the decoded program corresponding to main 
memory (memory 5) are made resident (SI 9). The program data etc. which are enciphered using the decoded 
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program are decrypted at the time of data reading ****, and henceforth it reads, and a program is executed at 
the time of data writing ****, enciphering using an enciphered program and writing in program data etc. 
[0021]When it is judged that the image data of the fingerprint identified in the fingerprint reader 1 is in 
agreement with neither of the fingerprint data registered into the user master file on the other hand (SI 8), The 
control program 1 1 judges that it is not accepted that that operator uses this computer system, and stops 
permanent residence of the control program 1 1 to main memory (S20). Henceforth, it shifts to the usual 
operation. 

[0022]According to such composition, the encryption and the decoded program corresponding to [ utilization 
time / of those who are permitted use of the computer ] an operator in the control program 1 1 reside in main 
memory permanently. Therefore, as shown in drawin g 2. the various data stored in the external storage 4 can be 
decoded by a decoded program, can be read as a usual program or data, and can be processed. Under control of 
the control program 11, an enciphered program can be used, it can encipher, and the data created and 
processed can be stored in the external storage 4. 

[0023]And only the encryption and the decoded program corresponding to the operator specified with coding 
fingerprint data reside in main memory permanently. Therefore, each operator cannot access the file enciphered 
by the encryption algorithm for other operators. Therefore, access to each file can be limited to those who have 
just authority. On the other hand, when an operator is a non-registrant, the control program 1 1 does not reside 
in main memory permanently. Therefore, the program and various data which are stored in the external storage 4 
cannot be restored. Therefore, it becomes difficult to use this system itself itself. 

[0024]For example, when the operator A uses this computer system. Coincidence of the coding fingerprint data 
which the fingerprint was inputted at Step SI 5, and the image data of this fingerprint was coded at Step SI 6, 
and was generated from the image data of the fingerprint of A at Step SI 8, and the fingerprint data of A of a 
user master file will distinguish A. The enciphered program PHa and its decoded program PHa~^ for A reside in 
main memory permanently with the control program 11 (SI 9). 

[0025]Therefore, the operator A accesses, decrypting the programs 1 and 2, the document files 1-3, a graphics 
file, etc. which are enciphered using the enciphered program PHa by decoded program PHa~^ The document and 
picture which were created and processed can be enciphered and it can store in the external storage 4, 
[0026]Here. even if A tends to access the file in which B has the right to access, for example, since the file of B 
is enciphered by the enciphered program PHb, this cannot be decrypted by decoded program PHa*"^ which 
resides in main memory permanently. Therefore, A cannot access the file of B. Therefore, although the external 
storage 4 is shared, a file can be used for the others in the secret state. 

[0027](A 2nd embodiment) In a 1st embodiment, although fingerprint data was used for the personal 
authentication at the time of login, it is also possible to attest an operator for example, whenever access of a file 
is required. A 2nd embodiment that performs such processing is described below. 

[0028]The physical configuration of the computer system of this embodiment is the same as the composition 
fundamentally shown in drawin g 1. On the other hand, logically, the computer system of this embodiment 
comprises OS(operating system) 21 and the file control program 31, as shown in drawin g 5. 
[0029]OS(operating system) 21 is provided with the input part 22 which detects the alter operation of the 
keyboard 2, the treating part 24 which performs processing according to the input directions detected by the 
input part 22, and the display control part 23 which controls the display 3. The treating part 24 contains the file 
processing part 25 for accessing a file. 

[0030]On the other hand, the file control program 31 detects that the event occurred, and when the event is a 
thing about a file operation, it is a program for or or controlling [ to which the file operation is permitted ] 
whether it refuses. 

[0031] Drawin g 5 is an example when OS21 presupposes that it is DOS (disc operating system), and the file 
control program 31 comprises the input hooking portion 32. the driver part 33, and the user master file 39. 
[0032]When an interrupt request is published, the input hooking portion 32 does not make the processing which 
should be performed when the file control program 31 does not exist (when an event occurs) perform, but makes 
it process to the driver part 33 in advance of this processing (it hooks). 

[0033]The user master file 39 consists of every user of files, i.e., the list which can be operated for every 
fingerprint data, as shown in drawin g 6. This user master file 39 very thing is set up so that only the 
administrator of this computer system can access. The driver part 33 comprises the contents discrimination 
section 34 of processing, the message indicator part 35, the encoding part 36, the discrimination section 37, and 
the transmission section 38. 

[0034]The contents discrimination section 34 of processing analyzes the input incorporated by the input hooking 
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portion 32. when distinguishing and pointing to whether the contents are pointing to operation of a file, directs 
reading of a fingerprint to the encoding part 36. and it provides the discrimination section 37 with input. When 
the hooked input is not pointing to operation of a file, a detecting signal is sent to the transmission section 38. 
[0035]The message indicator part 35 displays the screen to which the input of fingerprint information is urged on 
the display 3 via the display control part 23 of 0S21. when the contents discrimination section 34 of processing 
distinguishes saying "The input is pointing to operation of a file." When the discrimination section 37 judges "the 
operator is not permitted the demanded file operation", the screen in which it is shown that access was refused 
is displayed on the display 3 via the display control part 23. 

[0036]The encoding part 36 points to reading of a fingerprint to the fingerprint reader 1 according to the 
directions from the contents discrimination section 34 of processing, and captures the image of a fingerprint 
from the fingerprint reader 1, codes this, and generates coding fingerprint data, 

[0037]The discrimination section 37 distinguishes whether based on the coding fingerprint data generated by the 
encoding part 36, those who have the coding fingerprint data have the authority to access an applicable file, with 
reference to the user master file 39. And when it is judged that it has authority, the signal with which access is 
permitted to the transmission section 38 is transmitted. When it did not have authority and distinguishes, the 
message of a purport which does not permit access to the message indicator part 35 is displayed. 
[0038]Operation of the computer system of a 2nd embodiment is explained with reference to the flow chart of 
drawin g 7 and drawin g 8. First, an injection of the power supply of a computer will start 0S21 (S31). Next, the 
file control program 31 starts (S32). If the input hooking portion 32 of the file control program 31 starts, it will 
rewrite the address of the processing corresponding to the interrupt request which the input part 22 of OS21 
generates from the treating part 24 to the address of the driver part 33. A paraphrase will rewrite transmission 
destinations, such as a detecting signal etc. of the key operation which the input part 22 generates, to the 
address of the input hooking portion 32 (S33). 

[0039]For example, in the case of MS-DOS (registered trademark) provided with 0S21 from Microsoft Corp. Let 
the address of the processing corresponding to interruption INT21 of the system call about an input among the 
interruption table created on the memory 5 which functions as main memory be an address of the driver part 33. 
Above, the setting-operation at the time of starting is ended. 

[0040]In this state, if there is a certain input from the keyboard 2, the input part 22 of 0S21 will distinguish this 
alter operation, and will emit an interrupt request if needed (generating of 10 event). Although processing 
corresponding to this interrupt request is usually performed by the treating part 24. it is rewritten by the address 
of the driver part 33 at the time of starting of the file control program 31. Therefore, processing shifts to the 
driver part 33 and is hooked ( drawin g 8, S41). 

[0041]The contents discrimination section 34 of processing analyzes the detecting signal inputted from OS21 
(S42), and distinguishes whether the entry content is pointing to operations (an executable file is started 
[ opening a file, ]) of a file (S43). When the entry content is pointing to operation of a file, reading of a fingerprint 
is directed to the fingerprint reader 1 via the encoding part 36 (S44). The display of the message to which the 
input of a fingerprint is urged is directed in the message indicator part 35 (S45). The message indicator part 35 
displays the message which urges the input of a fingerprint to the display 3 via the display control part 23 of 
0S21 according to directions of the contents discrimination section 34 of processing. 

[0042]If the input of the image data of the fingerprint from the fingerprint reader 1 is stood by (S46) and image 
data is inputted, the encoding part 36 changes this image data into coding fingerprint data, and provides the 
discrimination section 37 with it (S47). The discrimination section 37 distinguishes whether operation of a file in 
which those who have the coding fingerprint data supplied from the encoding part were directed by alter 
operation is accepted with reference to the user master file 39 (S48). 

[0043]If the discrimination section 37 judges that access is accepted, it will make resident an enciphered 
program and a decoded program required in order to access the file at main memory (S49). Then, the 
discrimination section 37 supplies a detecting signal to the transmission section 38. The transmission section 38 
hands over processing to the treating part 24 of 0S21 (S50). 

[0044]Henceforth, the treating part 24 decrypts and reads the file directed by the decoded program, enciphers 
by an enciphered program and writes in the data processed and generated. If access of the file is completed, the 
file control program 31 will delete the compression program and decoded program on main memory. 
[0045]On the other hand, when it is judged at Step S48 that the file operation is not accepted by the 
discrimination section 37, the message indicator part 35 displays the message which refuses the file operation of 
"access is not permitted" to the display 3 via the display control part 23 of OS21 (S51). When the contents 
discrimination section 34 of processing judges that an instruction content is not operation of a file at Step S43. 
processing is handed over by the transmission section 38 at the treating part 24 of 0S21 (S52). The treating 
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part 24 performs processing corresponding to these directions. 

[0046]When shut [ a system ], it ends, after rewriting the address of the processing corresponding to the 
interrupt request which the input part 22 of OS21 generates to the usual address. When it points to starting of 
arbitrary programs on a desktop, for example according to such composition, These directions are hooked by the 
input hooking portion 32, it is distinguished according to the user master file 39 whether access is permitted by 
the discrimination section 37. only in permission, corresponding encryption and decoded program are started, and 
that file can be accessed. 

[0047]As explained above, according to this 2nd embodiment, the file control program 31 incorporates input 
directions automatically, Based on coding fingerprint data, it distinguishes whether it has the authority to access 
the directed file, and in having authority, it permits access of the file. Therefore, security protection of a 
computer can be performed, without applying a burden to a user. 

[0048]A file operation can be controlled only by Installing the file control program 31. and it is not necessary to 
add correction to the existing OS, an application program, etc., and can be used as it is. 

[0049]In the above explanation, at the time of starting, although the file control program 31 rewrote the address 
of the processing corresponding to the interrupt request of the input part 22, At the time of installation of the 
file control program 31, the address of the processing corresponding to an interrupt request may be rewritten, 

and it may rewrite to the original address at the time of uninstallation. 

[0050]As for the program which realizes an encryption algorithm and it, what data is enciphered and is 
compressed is desirable, and, as for the program which realizes said decryption algorithm and it. what the 
enciphered data is decrypted and is elongated is desirable. According to such composition, the storage capacity 
of the external storage 4 can be used effectively. 

[0051]OS21 is not limited to DOS but can use arbitrary things, such as what is called a window system and unix. 
What is necessary is to detect predetermined events, such as access to a file or a demand of interruption, and 
generating of a link, suitably, and to urge the input of fingerprint data according to the property of each OS, and 
just to distinguish whether an operator has the authority to access a file, in using these OS's. 
[0052]The fingerprint reader 1 and a computer body may be connected in a network etc. 

[0053]In an above embodiment, although coding fingerprint data was used for personal authentication, the kind of 
fingerprint data is arbitrary. For example, it is also possible to carry out the Fourier transform of the image data 
of a fingerprint, to extract the topology, and to use this as fingerprint data. In this case, for example, the 
correlation degree etc. of the topology registered beforehand and the topology extracted from the picture read 
with the fingerprint reader are measured, and when a correlation degree is more than a constant level, it is 
judged that two fingerprints are in agreement. 

[0054]In an above embodiment, although the fingerprint was used for personal authentication, it is also possible 
to use the picture of the vascular pattern of the retina, a voice pattern, and a face, etc. as certification 
information. 

[0055]The computer of this invention cannot be based on a system for exclusive use. but can be realized using 
the usual fingerprint reader etc. and the usual computer system. For example, the computer system which 
performs above-mentioned processing can be constituted by installing this program from the media (a floppy 
disk, CD-ROM, etc.) which stored the program for performing above-mentioned operation in the computer which 
connected the fingerprint reader. 

[0056]Communication media (medium which holds a program temporarily and fluidly like a communication line, a 
communication network, and a communications system) may be sufficient as the medium for supplying a program 
to a computer. For example, this program may be put up for the bulletin board (BBS) of a communication 
network, and this may be distributed via a network. And above-mentioned processing can be performed by 
starting this program and performing like other application programs under control of OS. 
[0057] 

[Effect of the Invention]As explained above, according to this invention, secrecy can be held, without almost 
applying a burden to a user based on a user's body information. i 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[ Drawin g 1]It is a block diagram showing the physical configuration of the computer system by a 1st embodiment 
of this invention. 

[ Drawin g 2]It is a key map showing the composition of an external storage. 

[ Drawin g 3]It is a flow chart which shows the control management at the time of starting performed in the 
control section of drawin g 1. 

[ Drawin g 4]It is a figure showing the situation of encryption and decoded program **** data processing. 
[ Drawin g 5]It is a block diagram showing the physical configuration of the computer system by a 2nd 
embodiment of this invention. 

[ Drawin g 6]It is a figure showing the example of a user master file. 

[ Drawin g 7]It is a flow chart which shows the processing at the time of the startup of the computer system of a 
2nd embodiment. 

[ Drawin g 8]It is a flow chart which shows the processing at the time of the alter operation of the computer 
system of a 2nd embodiment. 
[Description of Notations] 

1 Fingerprint reader 

2 Keyboard 

3 Display 

4 External storage 

5 Memory 

6 Control section 

1 1 Control program 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
daoiages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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[ Drawin g 1] 




[ Drawin g 2] 
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[Drawin g 4] 
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[ Drawin g 7] 
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[ Drawing_3] 
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[ Drawin g 5] 
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[Drawing 8] 
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[Translation done.] 
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